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Abstract-Mobile Ad-Hoc Networks has the ability to deploy a network where a traditional network Infrastructure environment 

cannot possibly be deployed. Security of MANET is one of the important features for its deployment. In our proposed work we 

analyzed that Black Hole attack with three different scenarios with respect to the performance parameters of End-to-End Delay, 

Throughput and Packet Delivery Ratio. In a network it is important for a protocol to be redundant and efficient in term of security. 

We have analyzed the vulnerability of two protocols Secure AODV and AODV. The percentage of Packet Delivery Ratio of Secure 

AODV is better as compare to the AODV. The throughput of Secure AODV is better as compare of AODV. In case of End to End 

Delay however, there is effect on Secure AODV by the malicious node is similar to the AODV. 
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1 INTRODUCTION 

Wireless cellular systems have been in use since 1980s. We have seen their evolutions to first, second and third 

generation's wireless systems. These systems work with the support of a centralized supporting structure such as an 

access point. The wireless users can be connected with the wireless system by the help of these access points, when 

they roam from one place to the other [1]. The adaptability of wireless systems is limited by the presence of a fixed 

supporting coordinate. It means that the technology cannot work efficiently in that places where there is no permanent 

infrastructure. Easy and fast deployment of wireless networks will be expected by the future generation wireless 

systems. This fast network deployment is not possible with the existing structure of present wireless systems. 

Types of Wireless Networks 

 Infrastructure based networks  

 Infrastructure less (ad hoc) networks 



International Journal of Science, Technology and Management (IJSTM)                 ISSN (online): 2321-774X 

Volume 8, Issue 1, 2021 

 

2 
 

 

Figure 1 Types of wireless networks 

2 BLACK HOLE ATTACK IN MANET 

MANETs face different securities threats i.e. attack that are carried out against them to disrupt the normal 

performance of the networks. In these attacks, black hole attack is that kind of attack which occurs in Mobile 

Ad-Hoc networks (MANET). Here describes Black Hole attack and other attacks that are carried out against 

MANETs. 

 

Figure 2 Black Hole Attack 

2.1 Black Hole Attack 

In black hole attack, a malicious node uses its routing protocol in order to advertise itself for having the shortest path 

to the destination node or to the packet it wants to intercept. This hostile node advertises its availability of fresh routes 

irrespective of checking its routing table. In this way attacker node will always have the availability in replying to the 

route request and thus intercept the data packet and retain it [15]. In protocol based on flooding, the malicious node 

reply will be received by the requesting node before the reception of reply from actual node; hence a malicious and 

forged route is created. When this route is establishing, now it’s up to the node whether to drop all the packets or 

forward it to the unknown address [6]. The method how malicious node fits in the data routes varies. Figure 1.10 

shows how black hole problem arises, here node “A” want to send data packets to node “D” and initiate the route 

discovery process. So if node “C” is a malicious node then it will claim that it has active route to the specified 

destination as soon as it receives RREQ packets. It will then send the response to node “A” before any other node. In 

this way node “A” will think that this is the active route and thus active route discovery is complete. Node “A” will 

               Wireless Network 

Infrastructure 

Based 

FANET 

MANET 

VANET 

Infrastructure 

Less 

Wireless 

LAN 

Wireless 

MAN 

Wireless 

WAN 



International Journal of Science, Technology and Management (IJSTM)                 ISSN (online): 2321-774X 

Volume 8, Issue 1, 2021 

 

3 
 

ignore all other replies and will start seeding data packets to node “C”. In this way all the data packet will be lost 

consumed or lost. 

 

 

 

 

 

 

Figure 3 Black Hole Problem 

3 ROUTING PROTOCOLS 

Protocol is a set of rules which are used in networking. A routing protocol specifies how routers communicate with 

each other, disseminating information that enables them to select routes between any two nodes on a computer 

network. Routing algorithms determine the specific choice of route. Each router has a priori knowledge only of 

networks attached to it  

                                              

 

Figure 4 MANET Routing Protocols 

directly. A routing protocol shares this information first among immediate neighbors, and then throughout the network. 

This way, routers gain knowledge of the topology of the network [33]. There are many routing protocols in the wireless 

and ad-hoc environment and all of these protocols are not suitable for the MANET as show in the figure 4.                                                                    

3.1 AD-HOC ON-DEMAND DISTANCE VECTOR  

AODV is a reactive protocol, which has same on-demand characteristics with DSR with different maintaining 

mechanisms of routing table [39]. In AODV, each node stores a routing table, which contains a single record for each 

destination as show in figure 5.8. That is the big difference between AODV and DSR. In DSR each node can store 

multiple entries in the routing table for each destination. [40] In AODV, the source node (and also other relay nodes) 

stores the next-hop information corresponding to each data transmission.  
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 Route Request Message (RREQ): 

 Route Reply Message (RREP): 

 Route Error Message (RERR): 

Route Discovery Mechanism in AODV 

When a node “A” wants to initiate transmission with another node “G” as shown in the Fig., it will generate a route 

request message (RREQ). This message is propagated through a limited flooding to other nodes. This control message 

is forwarded to the neighbors, and those nodes forward the control message to their neighbors’ nodes. This process of 

finding destination node goes on until it finds a node that has a fresh enough route to the destination or destination 

node is located itself. Once the destination node is located or an intermediate node with enough fresh routes is located, 

they generate control message route reply message (RREP) to the source node.                                                    

When RREP reaches the source node, a route is established between the source node “A” and destination node “G”. 

Once the route is established between “A” and “G”, node “A” and “G” can communicate with each other. Figure 

depicts the exchange of control messages between source node and destination node. When there is a link down or a 

link between destinations is broken that causes one or more than one links unreachable from the source node or 

neighbors nodes, the RERR message is sent to the source node. When RREQ message is broadcasted for locating the 

destination node i.e. from the node “A” to the neighbors nodes, at node “E” the link is broken between “E” and “G”, 

so a route error RERR message is generated at node “E” and transmitted to the source node informing the source node 

a route error, where “A” is source node and “G” is the destination node. The scheme is shown in the Figure 5. 

 

 

 

 

 

 

Figure 5 Route Error Message in AODV 

6 METHODOLOGY 

6.1 PERFORMANCE METRICS 

There are following performance matrices to evaluate the performance of the routing protocols. 

Throughput 

 It measures how well the network can constantly provide data to the destination. It is the ratio of the total amount of 

data that reaches a receiver from a sender to the time it takes for the receiver to get the last packet.  

  Throughput= (Received byte*8)/ (Simulation time1024*1024) 
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It is derived in Mbps. For achieving better performance, it should be high. 

Packet Delivery Ratio 

The ratio of the number of data packets delivered to the destination nodes and the number of data packets sent by 

source nodes. 

                      Packet delivery ratio= (Received packet)/ (Sent packet); 

Packet delivery ratio %= [(Received packet)/ (Sent packet)]*100; 

The performance would be better when it is high. It measures the loss rate as seen by transport protocols and as such, 

it characterizes both the correctness and efficiency of ad hoc routing protocols. A high packet delivery ratio is desired 

in any network.  

End to end delay 

The average time interval between the generation of packets in a source node and successfully delivery of it in a 

destination node. 

End-to-end delay= Delay sum/ Received packets 

The performance would be better when it is low. It therefore includes all the delays in the network such as buffer 

queues, transmission time and delays induced by routing activities and MAC control exchanges. 

6.2 NETWORK SIMULATOR  

A network simulator is software that predicts the behavior of a computer network. Nowadays, there are many network 

simulators that can simulate the network scenario. In simulators, the computer network is typically modeled with 

devices, links, applications etc. and the performance is analyzed.  

                                            

Figure 6 NS2 Working 
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EXPERIMENTAL WORK & RESULTS 

 PARAMETERS USED 

Simulation Parameters  Value  

 Network Simulator  NS-2.35 

Routing Protocols  AODV, BlackholeAODV, SAODV  

Simulation Area  2000m x1500m,  

Number of Nodes  50,100,150,225,315 

MAC Protocol  IEEE802.11b  

Simulation Time  100 sec.  

Connection Type  TCP 

Packet Size  1500 Bytes  

Data Rate  1 Mbps  

Mobility Model  Random waypoint model  

Pause Time  2 sec.  

Nodes Speed  20 m/ sec.  

Antenna Antenna/OmniAntenna 

Propagation Model Propagation/TwoRayGround 

Channel  Channel/WirelessChannel 

Attack Type Blackhole Attack 

7 SECURE AODV 

7.1 ALGORITHMS 

Assumption: RREP header is modified with additional field that is Speed of node. 

Step 1: Source S broadcasts RREQ message to the network with digital signature. 
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Step 2: If Destination D replies RREP with digital signature then S will start transmission.  

  END 

Step 3: If intermediate node (say Y) replies with RREP and when packet reaches node Y's preceding node@ (say 

X), it checks the following: 

if (RREQ digital signature match with RREP digital signature)   

 GOTO Step 5.   

else  

 GOTO Step 4. 

Step 4: If (digital signature S key1 ‡ digital signature D key2) 

  Node X will send a Modified Hello signal (MHELLO) with key1 to a Node@@ (say Z) which is few hops away 

from  X. 

 If X receives acknowledgment from Z successfully then  

  X forwards RREP to S and S will transmit the data.  

 Else 

Node next to Y is Blackhole and an alert signal will be transmitted by X to S. 

Else 

  Node Y is Blackhole node and an alert signal will be transmitted by X to S. 

Step 5: X forwards RREP to S and S will transmit the data.                   
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8 CONCLUSION AND FUTURE SCOPE 

Mobile Ad-Hoc Networks has the ability to deploy a network where a traditional network Infrastructure environment 

cannot possibly be deployed. Security of MANET is one of the important features for its deployment. In our proposed 

work we analyzed that Black Hole attack with three different scenarios with respect to the performance parameters of 

End-to-End Delay, Throughput and Packet Delivery Ratio. In a network it is important for a protocol to be redundant 

and efficient in term of security. We have analyzed the vulnerability of two protocols Secure AODV and AODV. The 

percentage of Packet Delivery Ratio of Secure AODV is better as compare to the AODV. The throughput of Secure 

AODV is better as compare of AODV. In case of End to End Delay however, there is effect on Secure AODV by the 

malicious node is similar to the AODV.Based on our research and analysis of simulation result we draw the conclusion 

that Secure AODV is more vulnerable to Black Hole attack than AODV. 

For future work several directions are possible. Like by apply Prevention and detection technique of blackhole attack 

on Secure AODV routing protocol and compare with the existing Secure AODV routing protocol. 
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